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l. Introduction

Evidence from the Center for Countering Digital Hate
2 November 2023

The Center for Countering Digital Hate (CCDH) is a not-for-profit NGO with offices in London
and Washington D.C." CCDH conducts independent studies, campaigns for social media
reform, and advises lawmakers and regulators on the basis of our findings.

The following evidence is drawn from the Center’s research on online harms, including harms
on video sharing platforms. CCDH reports have demonstrated the enormous reach of harmful
online content and identity-based hate and have documented the resistance of platforms to act
on dangerous and illegal content.

The Center has examined the role of video sharing platforms, such as TikTok, in the
dissemination of illegal content and content harmful to children. Recent studies have examined
the algorithmic amplification of content relating to eating disorders, suicide, self-harm, and the
promotion of dangerous and steroid-like drugs. Our findings in these two reports, and other
research products from CCDH, form the basis of this submission.

Il.  Current user safety risks
A. Algorithmic promotion of eating disorder and suicide content to children
From our report: “Deadly by Design”, Center for Countering Digital Hate, November 2022.2

CCDH analyzed the content served via algorithmic recommendation to 13-year-old TikTok users
on their “For You” feed. The For You feed is an endlessly scrollable stream of algorithmically
recommended video content, curated by the platform. TikTok automatically presents users with
the For You feed when they open the app, and the platform has stated that For You is “central to
the TikTok experience and [is] where most of our users spend their time.” * Beyond its basic
components, there is very little transparency about this recommender algorithm and how
children’s engagement is treated differently than adults.* Researchers set up new accounts for
13 year old users — the youngest age permissible under TikTok’s terms and conditions — and
recorded the content recommended to the user in their For You feed within the first 30 minutes

' Center for Countering Digital Hate (CCDH), https://counterhate.com/

2 “Deadly by Design”, Center for Countering Digital Hate (CCDH), November 2022
https://counterhate.com/wp-content/uploads/2022/12/CCDH-Deadly-by-Design_120922.pdf
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of engagement. The recordings were then analyzed to examine the frequency of
recommendations for body image, mental health, self-harm and eating disorder content.

CCDH found evidence of significant user safety risks. New TikTok accounts in the study were
recommended self-harm and eating disorder content within minutes of scrolling on their For You
feed. The frequency of recommendations for eating disorder and suicide content increased
dramatically as accounts engaged with the content, especially worrisome in terms of vulnerable
teens. A full summary of the user-safety risks identified is below.

1. TikTok hosts eating disorder content with over 13.2 billion views
a. TikTok hashtags hosting eating disorder content have over 13.2 billion views.
b. Some pro-eating disorder content is evading moderation by using coded
hashtags, in some cases co-opting the name of singer Ed Sheeran.

2. TikTok recommended eating disorder & self-harm content to teen accounts in minutes
a. New TikTok accounts in our study were recommended self-harm and eating
disorder content within minutes of scrolling the app’s For You feed.
i.  Suicide content was recommended within 2.6 minutes
i. Eating disorder content was recommended within 8 minutes.

3. TikTok showed teens body image and mental health content every 39 seconds
a. A new TikTok account set up by a 13-year-old user that views and likes content
about body image & mental health was recommended that content every 39
seconds.
b. Experts have warned that such content can have a damaging effect on teens’
mental health, even where it does not explicitly promote eating disorders.

4. TikTok targeted vulnerable teens with other harmful content
a. TikTok accounts established with the phrase “loseweight” in their name received
significantly more recommendations for eating disorder and self-harm content.
b. These Vulnerable Teen Accounts were shown:
i.  3times as many harmful videos as standard teen accounts
ii. 12times as many self-harm videos as standard teen accounts
c. Vulnerable Teen Accounts were also shown more videos relating to mental
health.

TikTok recommended material encouraging dangerous activities without noticeable safeguards
preventing escalating engagement with this content. Instead, the algorithm appeared to
capitalize on vulnerabilities expressed by the user. Accounts in the study which expressed
vulnerabilities to eating disorder content were served 12 times more self-harm videos than
standard accounts in our study.®

° Deadly by Design”, Center for Countering Digital Hate (CCDH), November 2022, page 25,
https://counterhate.com/wp-content/uploads/2022/12/CCDH-Deadly-by-Design 120922.pdf
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From this research, it is clear that video sharing platforms have insufficient systems in place to
moderate the prevalence and promotion of body harming content, a significant user safety risk.

B. Promotion of and links to steroid-like drugs
From our report: “TikTok’s Toxic Trade”, Center for Countering Digital Hate, Sep 2023.°

CCDH has found TikTok influencers promoting steroid-like drugs that are illegal to sell in the UK
and dangerous for human consumption, in some cases directing users to sites selling them with
discount codes and affiliate links.” Such content exacerbates the vulnerabilities of teens and
young men by promoting unrealistic and unhealthy body image ideas, potentially leading to
dangerous health outcomes.

Researchers examined hashtags relating to three classes of steroids and steroid-like drugs:
anabolic-androgenic steroids, peptides, and Selective Androgen Receptor Modulators. Using
TikTok’s own tools to analyze the viewership of videos featuring 26 popular hashtags, CCDH
revealed that content promoting dangerous steroid-like drugs had been viewed 117 million times
by UK users.

Researchers also discovered that influencers post paid content promoting the sale of
steroid-like drugs to their followers, many with affiliate marketing schemes involving 13 separate
vendors. A full summary of the user-safety risks identified is below.

1. TikTok videos with hashtags encouraging the abuse of SLDs had been viewed 587
million times in the US and 117 million times in the UK.
a. This included up to 420 million views from users aged under 24 - although data
for minors <18 years old is withheld by the platform.
b. Of the 18-24 year old viewers, British TikTok users accounted for 89 million
views.

2. Popular videos downplay the risks of SLDs and even target teens. Example videos:
a. Encourage followers to “just tell your parents they’re [SLDs] vitamins”
b. Display large amounts of steroids with the caption “Risk it”
c. Advocate for viewers to start using SLDs in their teens

3. Websites selling SLDs reached nearly 1.8 million followers through TikTok influencers:

6 “TikTok’s Toxic Trade”, Center for Countering Digital Hate, Sep 2023,
https://counterhate.com/research/tiktoks-toxic-trade/

" UK Food Standards Agency (FSA) says that SARMs are categorised as an “unauthorised novel food” that “should
not be consumed” and “placing them on the market in the UK is a criminal offense”

“SARMSs: dangerous bodybuilding drugs on sale in UK shops”, The Times, 8 July 2023,
https://www.thetimes.co.uk/article/sarms-dangerous-bodybuilding-drugs-on-sale-in-uk-shops-bcxk55qv0#:~:text=The

%20F00d%20Standards%20Agency %20



https://www.thetimes.co.uk/article/sarms-dangerous-bodybuilding-drugs-on-sale-in-uk-shops-bcxk55qv0#:~:text=The%20Food%20Standards%20Agency%20
https://www.thetimes.co.uk/article/sarms-dangerous-bodybuilding-drugs-on-sale-in-uk-shops-bcxk55qv0#:~:text=The%20Food%20Standards%20Agency%20
https://counterhate.com/research/tiktoks-toxic-trade/

a. Researchers identified 35 TikTok influencers linked to 13 websites selling illegal
SLDs.
i. ldentified influencers had a combined total of nearly 1.8 million followers
ii. Websites reach 540 times as many followers through TikTok influencers
iii. Website affiliate schemes provide an opportunity for influencers promoting
SLDs to be paid commission.
b. One TikTok influencer identified by CCDH is partnering with an SLD website to
market SLDs to teenagers by targeting teen hashtags such as #teenbodybuilding

4. Researchers also identified a number of websites using TikTok influencers to market
steroid-like drugs, including one that is registered to an address in London.
a. Videos posted on TikTok by the UK-based company promote SARMs illegal for
sale in the UK
b. Despite these medical and legal risks, the company brands these drugs “the
safest choice” and recommends users take many different kinds at once in a
practice it calls “stacking”.

From this research, it is clear that video sharing platforms have insufficient systems in place to
enforce their own rules prohibiting the sale and promotion of illegal substances.® Placing these
substances for sale in the UK is a criminal offense and there is extensive evidence showing the
consequences they have for the body.® The consequences are even more extreme when
consumed by minors who have not finished body maturation (puberty).’® Given the
predominance of young users on video sharing platforms, TikTok’s failure to enforce its own
rules on illegal substance content poses significant user safety risks to children’s development.

Conclusions

Video sharing platforms have not yet implemented sufficient safety measures to protect the
public from illegal content and children from content which is harmful to them. Specifically,
CCDH finds that TikTok’s recommendation algorithm is still presenting suicide, body image, and
eating disorder content to minors and that an industry of vendor-linked influencers has sprung
up on the platform to facilitate the sale and consumption of steroid-like drugs. Both types of
content pose significant user risks under the terms of the VSP regime. We will continue to
support Ofcom as it regulates TikTok and other social media platforms, both under the present
VSP regime and future Online Safety Regime.
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