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l. Introduction from Imran Ahmed

Amidst the worst period of public disorder and violence targeting minority
communities in recent history, social media platforms failed the British public.
Worse still, they played a significant role in fomenting the lies, hate, extremist
beliefs, and antipathy towards institutions that erupted over a series of warm
summer nights into extraordinary spasms of violence across the United Kingdom.

False claims about the Southport attacker’s identity — lies identifying him as a
Muslim asylum-seeker — spread widely and quickly. Far-right agitators received
millions of views on X, formerly Twitter. Towns and cities across the UK saw
attacks on mosques and hotels housing asylum seekers, inspired by these online
posts. My family was among those affected; my mother, sisters and nieces were
among those to experience hate on British streets. While affected communities
and authorities struggled to cope with violent attacks on- and offline, social
media platforms did little to quell its spread and, worse still, profited from it.

We have seen this before. In the immediate aftermath of tragic incidents, bad
actors weaponise online spaces to spread disinformation and sow informational
chaos. Before the facts are known, extremists capitalise on the opportunity to
spread hate, mobilise new followers, and inject conspiracy into the public
discourse at the moment of maximum vulnerability. Underpinning this cynical
behaviour are powerful financial incentives: hate actors turn the grief that follows
a tragic incident into online engagement for financial reward from social media
platforms.

One platform stood out. The owner of X, Elon Musk, shared false information
about the situation to his 195 million followers and made a show of attacking the
UK Government’s response to the outbreak of violence.' Rather than ensuring risk
and illegal content were mitigated on his platform, Musk recklessly promoted the
notion of an impending “civil war” in the UK.

CCDH found far-right figures, previously banned from Twitter but reinstated
under Musk's leadership, receiving millions of views per day on X. The platform
ran ads against posts inciting hate, encouraging the mobs to “permanently
remove Islam from Great Britain.” " Musk has transformed Twitter, once the go-to
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source for journalists, politicians, and the public for real time news, into X, a
platform with imperceptible moderation and the morality of Telegram.

On the 16" of August, CCDH convened stakeholders from government
departments, law enforcement, the online safety regulator, British advertisers,
and frontline civil society groups to chart a path forward. The insights and policy
proposals which emerged from that discussion are detailed in this paper.

While recognising that there was undue criticism levied at the regulator for
powers it cannot yet use under the Online Safety Act (OSA), there is also a case
for action to ensure the OSA is fit for purpose. Future amendments will be
needed to tackle its most glaring omissions.

In this paper, CCDH advances the following policy proposals:
Amend the Online Safety Act and address digital advertising:

1. Reintroduce misinformation risk assessment and reporting
requirements in the OSA, requiring social media companies to assess the
risks of false information and place mitigation measures to ensure those
legal harms don't erupt into violence.

2. Increase capacity to identify emerging harms by enabling data access
for researchers. The OSA is an outlier globally in not providing data
access pathways for public interest research. Independent researchers
must have access to social media platform data to improve transparency
and raise the alarm about identified threats.

3. Introduce crisis response mechanisms for the regulator, amending the
OSA'’s “special circumstances” directive with online safety powers or
inserting a new emergency power for OFCOM in situations of social
media-linked public disorder.

4. Ensure there is no loophole for small, high-risk platforms. The Secretary
of State must categorise small, high-risk platforms like Telegram as
Category A, requiring the highest level of regulatory obligation under the
Online Safety Act.

5. Address advertising and the commercial incentives behind
disinformation. Financial incentives to increase engagement propel online
hate and disinformation. New laws to compel transparency in digital
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advertising markets can break the link between disinformation and
profitability.

CCDH calls on His Majesty’s Government to act to address these gaps with swift
amendments. But there is also a role for other actors in British society to play.
Businesses which use social media to target customers have enormous power —
advertising constitutes over 90% of social media revenues — and must now
reconsider their relationship with implicated platforms. Advertisers rightly
acknowledge that they are given too little control and oversight over their
advertisements on social media. But it is time for them, facilitated by
government, to take a more active stance.

Finally, it is time for all of us to consider our relationship with X. Given the unique
role X played in the riots, and Elon Musk’s personal interventions, we must
question how our continued use of the platform facilitates violence on our
streets and the fracturing of our society. This paper provides the evidence and
impetus we need to debate and answer that question.

Imran Ahmed

CEO and Founder, Center for Countering Digital Hate
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Il. Background

On 29 July 2024 there was a mass stabbing at a children’s dance class in
Southport. Three children, Elsie Dot Stancombe, Alice Dasilva Aguiar and Bebe
King, were killed and many more injured.” Immediately following news of the
attack, false information about the attacker’s identity spread on social media
alongside calls to action and to violence. The next day, hundreds of people
gathered outside Southport Mosque and hurled petrol bombs, bricks and anti-
Muslim abuse motivated by false information spread online that the attacker had
been named Ali Al-Shakati and was both a Muslim and asylum seeker.” Acts of
violence and public disorder, much of which featured anti-Muslim and anti-
migrant sentiment, soon spread around the country."

Social media’s role in the violence which followed is evident. Analysis using the
social media performance company Hootsuite shows that the false identity of
the Southport attacker was viewed at least 420,000 times and mentioned in
2,632 posts across five platforms on the day of the stabbing alone.Y They
calculated that the false name had a potential reach of 1.7 billion people."i

Posts containing the fake name were promoted to users by platform algorithms
and recommender features. The Institute for Strategic Dialogue found that the X
platform (formerly Twitter) featured the false name in its “Trending in the UK”
promotions, suggesting it to users in the “"What’'s happening” sidebar.* On TikTok,
search results for “Southport” suggested the fake name as something other
users had searched for, thereby amplifying the misinformation to users who
would not have otherwise encountered the false name on their searches.”
Accounts purporting to be reputable news publishers shared the content,
garnering huge reach in pursuit of monetisable engagement. Far right figures
with millions of followers capitalised on the false claims that the attacker was an
asylum seeker, spreading the falsehood still further to their massive follower
bases.x

In short, viral, unchecked falsehoods about the attack spread rapidly on social
media, with the platforms seemingly unaware or incapable of moderating the
spread. The impact of this violence has been profound. The targeting of
mosques, hotels housing asylum seekers and public buildings has left
communities across the UK deeply shaken. Members of these communities, and
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many law enforcement officers tasked with protecting them, have been verbally
abused, physically attacked and otherwise targeted by rioters.x Polling found
that 92% of Muslim respondents felt less safe in the UK as a result of the riots.*"
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lll. The role of the X platform

CCDH responded by undertaking rapid research on social media’s role in the
crisis. Our initial analysis determined that X was a significant platform in the
unrest. This was supported by evidence shared at the emergency convening
CCDH hosted on 16 August, which pointed to the X platform as accounting for
roughly 50% of all public referrals of online content - double the proportion of
the next largest platform. CCDH quantified the reach that far-right influencers
spreading hate and false information garnered on X in the aftermath of the
attack, facilitated by the platform’s blue-tick promotion feature and enabled by
the proprietor's decision to re-instate previously banned accounts.* CCDH also
discovered X profiting from the disorder by placing advertisements alongside
hate and lies, including advertisements from brands GlaxoSmithKline, the British
Medical Association, Betfred, and the International Olympic Committee.”"
Evidenced by our research and others’ reporting, we believe the key
components of social media’s role in the violence to be:

e The viral spread of unsubstantiated claims about the identity of the
attacker i

e The sharing of claims with incitement to action by far-right influencers
(including those previously banned by X, such as Tommy Robinson and
Andrew Tate) i

e Content aggregation features such as trending topic suggestions and
hashtags iii

e Accounts appearing as news publishers, such as “Channel 3 News” **

e Use of closed Facebook groups and encrypted messaging platforms like
Telegram to share details of plans to protest and incite violence *

Despite their own terms of service stating clearly that the types of hateful
content CCDH identified are forbidden on their platforms, social media
companies did not uphold their own rules after the Southport attack.
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IV. Convening Summary

CCDH held an emergency convening on Friday 16 August to discuss social
media’s role in the riots and conduct a rapid “lessons learned” exercise. The
convening was attended by top officials in the Department for Science
Innovation and Technology (DSIT), Home Office, Office of Communications
(OFCOM), Counter Terrorism Internet Referral Unit at the Metropolitan Police,
and heard from the Community Security Trust, Incorporated Society of British
Advertisers (ISBA), Tell Mama, Online Safety Act Network, and current and former
Labour and Conservative politicians. The conversation was in accordance with
Chatham House rules, meaning CCDH will not attribute views to an individual
organisation or attendee, but will summarise the discussion and questions raised
to inform the policy recommendations below.* While informed by the convening
discussion, policy proposals are solely those of CCDH.

The discussion opened with analysis of social media’s role in the recent violent
unrest in the UK. Statistics were shared on the volume of hatred Muslim and
migrant communities have received online since 29 July. Comparisons were
drawn between the eruption of hate online after the October 7t attacks. The
volume of online content referrals by the public to counter terrorism authorities
was shown to have increased sharply. Participants pointed to hate speech made
on X that would be actionable offline, in public spaces or private businesses, but
is challenging to address online. The convening considered the social media
business model, the role of advertising, and where means exist to drive improved
behaviour from platforms and better outcomes for advertisers.

The policy discussion was focused on the Online Safety Act and addressed
where it might have applied had it been fully implemented, where gaps remain,
and what action could be taken to rectify them. This highlighted three immediate
proposals:

(1) inserting emergency or crisis response powers for the regulator to enact in
situations of public disorder linked to social media;

(2) putting in place data access rights for researchers as a means of
increasing the oversight and monitoring capacity to identify emerging
harms;

10
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(3) reintroducing reporting requirements on misinformation for social media
companies.

V. Government response and application of the Online Safety Act

The UK Government responded swiftly to the outbreak of violence by deploying
a “standing army” of specialist police and facilitating swift criminal justice
proceedings for those involved in the riots.*" Apart from small number of cases
utilising the false communications offence contained in the Online Safety Act,
the majority of the 1,000+ cases to date were brought under different
legislation. i

While this criminal sanction for individuals is in force, the Online Safety Act'’s legal
duties on social media platforms are not yet implemented. Despite this, OFCOM
wrote an open letter to social media platforms highlighting the “increased risk of
their platforms being used to stir up hatred, provoke violence and commit other
offences under UK law” and making clear that it welcomes proactive
implementation of Online Safety Act requirements on their services.*

Had they been in force, the Act's illegal content duties would have been
engaged. Following the Southport attack, social media users were posting direct
calls to attack individuals and destroy property. Such calls led to offline violence
and would be considered priority offences under Schedule 7 in the Act, meaning
social media platforms would be required to have systems in place to prevent
users from encountering these illegal posts; to minimise the length of time they
were available; and to mitigate the overall risk that the service was being used to
facilitate priority offences.”

The additional requirements the Act places on the largest social media
companies (Category A services) to consistently apply their terms of service
would also have been engaged, as the largest platforms typically include bans on
hate speech, inciting violence, and harmful disinformation in their rules.*vi

1
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VI. Gaps

CCDH supports the Online Safety Act 2023 and disagrees with those who have
claimed that in the aftermath of Southport it is not fit for purpose.*i Only
through its robust implementation will these be tested. However, the Act
appears to have gaps in critical areas that can be strengthened now to prevent
future crises.

The analysis of social media activity following the Southport attack identified
several key elements: the viral spread of unsubstantiated claims,
recommendation systems exposing falsehoods to ever wider audiences, and the
role of far-right influencers with massive followings exploiting the crisis. CCDH
research shed light on the financial incentives propelling hate actors to promote
falsehoods and hateful content.>ii Gaps in the OSA’s application to these
components appear in the following areas:

Misinformation - The circulation of false information, be it mis- or
disinformation, is at the root of the crisis. However, the Online Safety Act
has few powers to deal with misinformation. “Misinformation” is only
included in the Act in sections 152 and 165 in relation to media literacy
powers and periodic reports on misinformation from an advisory
committee.

Virality - False communications are criminalised via the false
communications offense, but this applies at the individual, rather than
platform level and only applies when the person posting knows the
information is untrue. It does not apply easily when other accounts share
that falsehood. The false communications offence is a weak tool in
situations of information chaos following attacks or incidents, where virality
of false claims and lack of authoritative information are significant problems,
as was the case in the aftermath of Southport.

Small, high-risk platforms - The OSA will require the largest, riskiest
platforms classified as Category A to uphold their terms and conditions,
which often forbid hate speech and incitement. However, small platforms
like Telegram that played a significant role in the unrest are not certain to be
classified as Category A.

12
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Emergency response - Although OFCOM has broad information gathering
powers, the OSA contains no explicit emergency response powers beyond
the ‘special circumstances’ directive in section 175. This section appears to
be in legal force, but was not enacted by the Secretary of State, who is
responsible for initiating the direction to OFCOM. Even were the Secretary
of State to direct OFCOM, section 175 restricts OFCOM from applying its
online safety powers, constraining it to the exercise of its weaker media
literacy functions.

Data access — The OSA differs from other digital regulations in that it did
not create a statutory access pathway for independent researchers to
access platform data, nor require provision of a public-access API or data
review centre. Researchers who are experts in online harms often spot
emerging developments before they come to the attention of law
enforcement or regulatory authorities. Independent researchers like CCDH
have been warning about the dangerous combination of rising violent online
hate speech and disinformation online and social media platforms’ rapid
movements to shut down independent oversight and transparency
monitoring .

13
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VIl. Policy Recommendations

Policy intervention is necessary. The evidence shows social media platforms
were fundamental to this outbreak of public disorder: propagating false
information, platforming actors intent on inciting violence and spreading hate,
and facilitating the violent attacks which followed. The proposals below,
addressing the gaps and informed by the evidence, are targeted and actionable
and must now be enacted to prevent future violence spilling off social media and
onto British streets.

Amending the Online Safety Act

(1) Data access and independent oversight — The OSA is an outlier globally
in not providing data access pathways for public interest research.
Platforms, including Meta and X, have shut down or made unaffordable the
research tools civil society had previously used to hold them to account.*
The viral spread of false information, like that which occurred after
Southport, can be more quickly identified by independent researchers and
the alarm raised before it results in offline violence. But at present,
researchers are operating in the dark without data access. The previous
government ran out of time in delivering independent researcher access
to improve transparency — the current government should ensure data

rrrrrrrr

(2) Reintroduce assessment and reporting requirements on
misinformation - The Online Safety Bill of July 2022 included risk
assessment and reporting requirements social media companies would
have to undertake dealing with certain categories of harmful content,
including misinformation. These requirements were removed from the bill
in December 2022. Having previously undergone legislative scrutiny and
being understood by civil servants, reintroducing these requirements
would fit easily back into the OSA and give OFCOM vital information about
misinformation spread on social media.

(3) Target virality — the amplification and distribution mechanisms which
privilege incendiary content, such as the false information concerning the
Southport attacker, must be addressed. The OSA does not do so
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sufficiently at present. CCDH supports inserting a general duty of care on
platforms requiring safety by design, forcing platforms to run systems that
reduce harm and introduce friction and oversight in the emotionally-
charged aftermath of a tragedy.

(4) Crisis response powers — the Act does not contain emergency powers of
the kind found in other regulatory regimes.> One option would be for the
regulator to apply to a judge to enable emergency powers in a moment
crisis. These could temporarily empower OFCOM to require immediate
interventions from social media platforms to address a threat to public
order.i Another option is to amend the 'special circumstances’ directive
in section 175, at very least to empower OFCOM with its online safety
powers in addition to its media literacy functions.

(5) Small, high-risk platforms — An important first step is for the Secretary of
State to use the upcoming decision on categorization (how platforms are
designated under the OSA for purposes of regulation) to make a
statement regarding social media’s role in the riots. The evidence following
the Southport attack shows that small, high-risk platforms like Telegram
can cause significant harm and should be designated as Category A to
ensure the highest level of regulatory oversight. While this would go
against earlier OFCOM advice recommending only the largest services be
classified, the evidence since Southport shows the risk of excluding small,
high-risk platforms from full regulatory commitment. i

Beyond the Online Safety Act

(1) Address advertising and the commercial incentives behind false,
incendiary information — Advertising revenue is one of the main sources
of funding for misinformation and hate actors online.*" Financial
incentives to increase engagement propel hate actors to manipulate
public outrage and channel it towards offline violence. Platforms too profit
from this content, placing ads from unwitting advertisers alongside false
and inflaming content. Although the placement of digital advertisements
can be a mystery even to the advertiser, it has become increasingly

15
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(2)

difficult for brands to convince consumers that they are unaware of their
adjacency to harmful content and participation in a system that enables
the funding of online misinformation and hate. There are real risks for
brands that mistakes in the placement of advertising, invisible to them but
highly visible to social media users, can have a lasting impact on a brand'’s
reputation. Advertisers therefore have a responsibility to demand
transparency in the digital advertising market to ensure that their ad
spend does not inadvertently fund — and thus become associated with —
false and hateful content like that which exploded after the Southport
attack. Many advertisers wish to address these malignant dynamics and
urge platforms to enforce a higher threshold on monetisation programmes
and a requirement for the recipients of revenue share to be accountable
through disclosure. Policymakers should work with advertisers to
introduce transparency requirements over ad revenue beneficiaries as the
crucial first step to breaking the relationship between incendiary
disinformation and advertising profits.

Apply powers from video-on-demand regime and Media Act 2024 —
Current powers can be utilised to address problems highlighted in the
aftermath of Southport. OFCOM has recognised that individual channels
on video sharing planforms like YouTube can fall within video-on-demand
rules, but has yet to vigorously enforced these rules on such channels.
Through these regulations, it is possible that the online creators with large
followings could be held to different requirements than low follower
accounts so that situations like the disinformation that X boss Elon Musk
shared to his 195 million followers could be properly addressed.

16



CcC

VIIl. Concluding statement

Social media platforms are implicated in the violence that erupted following the
Southport attack on 29 July 2024. Gaps are evident in the Online Safety Act that
can be addressed now, without needing to wait for full implementation. CCDH’s
convening on 16 August brought together the stakeholders capable of advancing
these evidence-based policy solutions. CCDH stands ready to work with
policymakers and advertisers to deliver this change.
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