
 

Comments to the 

Office of the New York State Attorney General  

on the 

Proposed Rules for the SAFE for Kids Act   
 

Children and Screens: Institute of Digital Media and Child Development (“Children and Screens”), 

along with the undersigned, appreciate the opportunity to submit comments to the Office of the 

Attorney General of New York State (“OAG”) on the Proposed Rules (“Rules”) for SAFE for Kids Act 

(“SAFE Act”). Since 2013, Children and Screens has worked to help young people lead healthy lives in a 

digital world by synthesizing and disseminating the latest scientific research, while also supporting 

advancements in the field through funding and convenings.  The Center for Countering Digital Hate 

(“CCDH”) works to protect people, especially children and young people, from online harms through 

research, investigations, and policy advocacy. CCDH’s positions are grounded in empirical evidence 

and guided by our STAR Framework of Safety by Design, Transparency, Accountability, and 

Responsibility, which CCDH believes should shape platform design and governance. ParentsTogether 

Action fights for a world where kids and families thrive 

 

We support the highest standard of safety and privacy for children’s data and personal information. 

The OAG’s Rules to enforce the SAFE Act are thoughtful and evidence-based. In these comments, we 

outline the research on children and addictive designs in support of the OAG’s Rules, and offer 

recommendations where we feel there is room for improvement. Our positions are informed by 

empirical research, and are based on interpretations of consumer protections that will maximize the 

privacy and security of all children. We arrived at these conclusions free of conflicts from technology 

industry funding, which allows us to view research findings objectively. 
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Introduction 

Addictive designs, such as operator-driven personalized algorithms engineered for maximal 

engagement (“addictive feeds” or “addictive algorithms”) and nighttime notifications, are now core 

components of many social media platforms. These features add little value for users, yet are 

associated with some of the clearest and most consistently documented harms. Platforms have full 

control over these designs, and nothing prevents them from limiting such features for minors. 

 

The OAG now faces the difficult but necessary task of protecting children while weighing the 

implications of age-assurance requirements. In the absence of strong platform safeguards or 

accountability mechanisms, state action is essential. In some cases, the risks children face are so 

severe and well-documented that the tradeoffs associated with age-assurance are outweighed by the 

imperative to reduce harm. 

 

To support the OAG’s decision-making, our comments begin with the developmental science 

explaining why children are uniquely vulnerable to these features, outline the harms associated with 

algorithmic feeds and nighttime notifications, and highlight key equity and privacy considerations in 

age-assurance. We then offer recommendations on specific provisions of the Rules to help ensure they 

align with the evidence we present in preceding sections. While our comments address specific 

provisions, we encourage the OAG to draw on the evidence presented here to guide the broader 

implementation of the SAFE Act. 

 

1. Child and adolescent development 

Adolescence is a key point in development marked by the gradual emergence of increased autonomy 

as young people begin to make more independent decisions, manage responsibilities, and form their 

own identities1. Balancing autonomy and family relatedness becomes increasingly challenging during 

adolescence, and excessive parental involvement can be problematic in that it violates adolescents’ 

basic psychological need for autonomy2. Consistent with a stage-environment fit perspective, parental 

monitoring should gradually decrease with age as autonomy and self-reliance increase, though many 

2Edward L. Deci & Richard M. Ryan, The “What” and “Why” of Goal Pursuits: Human Needs and the 
Self-Determination of Behavior, 11 Psychological Inquiry 227–268 (2000), 
https://doi.org/10.1207/S15327965PLI1104_01; Bart Soenens et al., Conceptualizing parental autonomy support: 
Adolescent perceptions of promotion of independence versus promotion of volitional functioning, 43 
Developmental Psychology 633–646 (2007), https://doi.org/10.1037/0012-1649.43.3.633 

1Laurence Steinberg & Amanda Sheffield Morris, Adolescent Development, 52 Annu. Rev. Psychol. 83–110 (2001), 
https://doi.org/10.1146/annurev.psych.52.1.83; Gerald R. Adams & Michael D. Berzonsky eds., Blackwell 
Handbook of Adolescence (Wiley/Blackwell 2006), https://doi.org/10.1002/9780470756607 

 



 

older adolescents believe that their parents have authority to monitor their behavior in at least some 

aspects of their lives3. 

 

Recent research suggests that digital environments may be one avenue in which parents seek to 

support their child’s autonomy, and that frequent parent–child digital communication is not likely to 

be perceived as autonomy inhibiting4. This underscores the importance of helping parents provide 

developmentally appropriate guidance across both offline and online environments. 

 

Within this context, the SAFE Act can be understood as a tool that helps parents support autonomy 

while safeguarding against features that overwhelm still-developing self-regulatory systems and 

processes. By limiting access to algorithmically curated, highly immersive feeds and nighttime 

notifications—designs that can interfere with attention, emotion regulation, and healthy 

decision-making—the SAFE Act can help ensure that digital environments align more closely with 

adolescents’ developmental needs. In doing so, the SAFE Act supports young people’s ability to 

navigate online spaces independently while reducing exposure to high-risk, engagement-driven 

design features. 

 

1.1 Algorithmic sensemaking in children, teens, and their caregivers  

 

When determining whether an addictive feed is developmentally appropriate, it is critical to consider 

how well children, teens, and their caregivers understand and interact with these systems. The 

algorithms employed on most feed-based platforms are opaque, such that the exact data points used 

to present and recommend content are unclear. Nearly 70% of teens report that they have little to no 

understanding of how platforms rank the information they are presented with online5. As such, young 

5Elvira Perez Vallejos et al., The impact of algorithmic decision-making processes on young people’s well-being, 
27 Health Informatics J. 1460458220972750 (2021), https://doi.org/10.1177/1460458220972750. 

4Morgan T. Brown, Michaeline Jensen & Andrea M. Hussong, Parent-emerging adult text interactions and 
emerging adult perceived parental support of autonomy, 41 J. Soc. & Pers. Relationships 499–520 (2024), 
https://doi.org/10.1177/02654075231167347; Michaeline Jensen & Andrea M. Hussong, Digital parenting of 
emerging adults in the 21st century, 10 Social Sciences 482 (2021), https://doi.org/10.3390/socsci10120482 

3Jacquelynne S. Eccles et al., Development during adolescence: The impact of stage-environment fit on young 
adolescents’ experiences in schools and in families, 48 Am. Psychologist 90–101 (1993), 
https://doi.org/10.1037/0003-066X.48.2.90; Laura M. Padilla-Walker, Larry J. Nelson & Darin J. Knapp, “Because 
I’m still the parent, that’s why!” Parental legitimate authority during emerging adulthood, 31 J. Soc. & Pers. 
Relationships 293–313 (2014), https://doi.org/10.1177/0265407513494949; Laura M. Padilla-Walker & Larry J. 
Nelson, Parenting Emerging Adults, in Handbook of Parenting 3rd ed. 23 (Routledge 2019), 
https://doi.org/10.4324/9780429440847-5 

 



 

people and their caregivers develop their understanding through direct experience and social 

discourse6. 

 

Parents, older children, and teens tend to report a basic understanding of how algorithms use 

personal data to shape content7, and many young people recognize that platforms profit from driving 

user engagement8. Even so, the lack of transparency around algorithmic systems leave children and 

parents with questions surrounding privacy and the presentation of harmful, biased, or 

developmentally inappropriate content9. 

 

A core developmental question is whether children and caregivers can make informed decisions about 

interacting with algorithmically curated content. Parents’ understanding of algorithmic systems 

directly influences whether they permit their children to use certain platforms10. Likewise, when young 

people understand how their engagement shapes the content they are shown, they are better 

equipped to use strategies that influence their feed—for instance, “liking” content they want more of 

10Taylor & Brisini, supra note 6 

9Angela Blakston, Simon Chambers & Tanya Notley, Young people, algorithms and news: Exploring the 
relationship between algorithmic literacy and news literacy, Journal of Youth Studies, 1–17 (2025), 
https://doi.org/10.1080/13676261.2025.2571491; Ranjana Das, Parents’ understandings of social media 
algorithms in children’s lives in England: Misunderstandings, parked understandings, transactional 
understandings and proactive understandings amidst datafication, 17 J. Children & Media 506–522 (2023), 
https://doi.org/10.1080/17482798.2023.2240899; Joëlle Swart, Experiencing algorithms: How young people 
understand, feel about, and engage with algorithmic news selection on social media, 7 Social Media + Society 
(2021), https://doi.org/10.1177/20563051211008828 

8Ernst, supra note 7; Jinkyung Katie Park et al., Teens, privacy, and algorithms: Navigating and co-designing 
solutions for interpersonal boundary management on social media, in Proceedings of the 24th Interaction Design 
and Children (IDC ’25) 589–607 (Assoc. for Computing Mach. 2025), https://doi.org/10.1145/3713043.3728840 

7Julian Ernst, Understanding algorithmic recommendations: A qualitative study on children’s algorithm literacy 
in Switzerland, 28 Information, Communication & Society 1945–1961 (2024), 
https://doi.org/10.1080/1369118X.2024.2382224; Tjitske de Groot, Mariëtte de Haan & Maartje van Dijken, 
Learning in and about a filtered universe: Young people’s awareness and control of algorithms in social media, 48 
Learning, Media & Technology 701–713 (2023), https://doi.org/10.1080/17439884.2023.2253730; Allison Starks & 
Stephanie M. Reich, Children’s sensemaking of algorithms and data flows across YouTube and social media, 125 
Information and Learning Sciences 673–692 (2024), https://doi.org/10.1108/ILS-12-2023-0201 

6Joëlle Swart, Experiencing algorithms: How young people understand, feel about, and engage with algorithmic 
news selection on social media, 7 Social Media & Society 1–11 (2021), 
https://doi.org/10.1177/20563051211008828; Samuel Hardman Taylor & Kellie St. Cyr Brisini, Parenting the 
TikTok algorithm: An algorithm-awareness as process approach to online risks and opportunities, 150 Computers 
in Human Behavior 107975 (2024), https://doi.org/10.1016/j.chb.2023.107975 

 



 

or selecting “Not Interested” for content they want to avoid11. Algorithmic transparency therefore 

plays an important role in supporting informed, healthy use, but has limits which we touch on later.  

 

Recommendation algorithms are not uniformly negative: many teens describe benefits such as 

identity exploration, exposure to new ideas, and finding community. Indeed, teens report enjoying the 

personalized nature of recommendation algorithms as they find these systems allow for the 

presentation of content that reflect their identity and interests12. Children and teens recognize these 

benefits coexist with significant risks. Young people also report experiences with unwanted or harmful 

content, rapid amplification of sensitive topics, and concerns about the volume and type of personal 

data these systems collect13. Teens emphasize both the importance of being able to opt out of 

personalized feeds and, when they opt in, the need for effective tools—such as responsive feedback 

mechanisms and human moderation—to shape their experience. 

 

Taken together, these findings emphasize the need to provide children, teens, and their caregivers 

with greater agency over the use of personalized feeds. Families should have the opportunity to not 

only decide whether to engage with addictive feeds but also be provided with the tools and 

information that allow them to make informed, healthy choices online.  

 

2. Known harms of digital media and ties to algorithms 

 

2.1 Pre-existing vulnerabilities 

 

Adolescent social media experiences are shaped by more than the platforms and algorithms but also 

by the traits, identities, and offline contexts young people bring with them. These individual 

differences influence both the content adolescents are exposed to and how that content affects 

them14. As a result, moment-to-moment associations between digital media use and well-being vary 

14Anne J. Maheux et al., Annual Research Review: Adolescent social media use is not a monolith: Toward the 
study of specific social media components and individual differences, 66 Journal of Child Psychology and 
Psychiatry 440–459 (2025), https://doi.org/10.1111/jcpp.14085; Patti M. Valkenburg & Jochen Peter, The 
differential susceptibility to media effects model, 63 Journal of Communication 221–243 (2013), 
https://doi.org/10.1111/jcom.12024 

13De Groot supra note 7; Starks and Reich supra note 7; Park supra note 8 

12Nora McDonald, John S. Seberger & Afsaneh Razi, For Me or Not for Me? The Ease With Which Teens Navigate 
Accurate and Inaccurate Personalized Social Media Content, in Proceedings of the 2024 CHI Conference on Human 
Factors in Computing Systems (CHI ’24) 1–7 (2024), https://doi.org/10.1145/3613904.3642297 

11De Groot supra note 7; Park supra note 8 

 



 

widely across individuals15, creating substantial heterogeneity likely explained by factors such as age, 

gender identity or expression, marginalized identities, neurobiological sensitivities, and vulnerability 

to mental health challenges16. 

 

Social media platforms have repeatedly exploited these preexisting vulnerabilities in pursuit of 

engagement and advertising revenue17. In 2022 alone, U.S. children and adolescents generated nearly 

$11 billion in advertising revenue for major social media platforms18. Algorithms optimized for 

engagement push targeted content to users most susceptible to it—often with harmful consequences. 

Platform algorithms not only recognize minors, even those younger than the age gate, they also target 

content based on age and even pre-existing vulnerabilities19. Research shows that such targeted 

content can exacerbate mental health symptoms among vulnerable youth20. An expert panel convened 

by Healthy Eating Research (“HER”) concluded that adolescents may be more susceptible to the power 

of digital marketing than younger children due to developmental factors such as heightened 

sensitivity to peer approval, strong reward responsiveness, and still-developing impulse control21. 

 

The stakes of engagement-driven algorithms are illustrated starkly in a 2022 investigation by the 

Center for Countering Digital Hate22. Researchers created TikTok accounts mimicking 13-year-old girls 

and found that within 2.6 minutes the algorithm recommended suicide content; within 8 minutes it 

22Center for Countering Digital Hate, TikTok bombards teens with self-harm and eating-disorder content within 
minutes of joining the platform (Dec. 15, 2022), 
https://counterhate.com/blog/tiktok-bombards-teens-with-self-harm-and-eating-disorder-content-within-minut
es-of-joining-the-platform/ 

21Jennifer L. Harris et al., Evidence-Based Recommendations to Mitigate Harms from Digital Food Marketing to 
Children Ages 2–17 (Healthy Eating Research 2024), 
https://healthyeatingresearch.org/wp-content/uploads/2024/10/HER-Digital-Marketing-Report-2024.pdf 

20Costello supra note 17 

19Martin Hilbert et al., #BigTech @Minors: social media algorithms have actionable knowledge about child users 
and at-risk teens, Telematics & Informatics 103, 102341 (2025), https://doi.org/10.1016/j.tele.2025.102341 

18Amanda Raffoul et al., Social media platforms generate billions of dollars in revenue from U.S. youth: Findings 
from a simulated revenue model, 18 PLOS ONE e0295337 (2023), https://doi.org/10.1371/journal.pone.0295337 

17Nancy Costello et al., Algorithms, addiction, and adolescent mental health: An interdisciplinary study to inform 
state-level policy action to protect youth from the dangers of social media, 49 American Journal of Law & 
Medicine 135–172 (2023), https://doi.org/10.1017/ajlm.2023.14085 

16Maheux supra note 14; Candice L. Odgers & Michaeline R. Jensen, Annual Research Review: Adolescent mental 
health in the digital age: facts, fears, and future directions, 61 Journal of Child Psychology & Psychiatry 336–348 
(2020), https://doi.org/10.1111/jcpp.13190 

15Ine Beyens, J. Loes Pouwels, Irene I. van Driel, Loes Keijsers & Patti M. Valkenburg, The effect of social media on 
well-being differs from adolescent to adolescent, 10 Scientific Reports 10763 (2020), 
https://doi.org/10.1038/s41598-020-67727-7 

 



 

recommended eating disorder content. Over the first 30 minutes, body-image or 

mental-health-related videos appeared approximately every 39 seconds. Platforms have little 

economic incentive to curb such patterns. Sound policy must therefore play a central role in mitigating 

the harms of algorithmic bias. 

 

The SAFE Act’s restrictions on personalized, algorithmic feeds provide a meaningful safeguard by 

disrupting the core mechanism through which platforms exploit adolescent vulnerabilities. By limiting 

or removing personalized feeds for minors, the SAFE Act shifts decision-making power away from 

opaque algorithmic systems and toward parents and caregivers, allowing them to opt in to 

algorithmically curated content if they deem it appropriate. In doing so, the SAFE Act creates a more 

predictable and less exploitative digital environment for young people. 

 

2.2 Privacy 

 

Privacy is not simply the ability to control personal information; it is the ability to negotiate when, 

how, and with whom that information flows23. Addictive feeds fundamentally violate this right. Broadly 

deployed algorithmic recommendation systems rely on personal information to effectively curate 

content. Regardless of the intent, data collection is a key feature, and the sale and transfer of that data 

is more than just common practice, it is a fundamental component of the business model24.  

 

Many young people are acutely aware of these risks. Up to 65% of adolescents aged 12–16 report 

concerns about how their data is collected, stored, and used online25. Children and teens commonly 

worry about being hacked or having others access sensitive information, such as their location, and 

25Blackton supra note 9 

24Electronic Privacy Information Center, Data Brokers: A Call for Transparency and Accountability, 
https://epic.org/issues/consumer-privacy/data-brokers/ 

23Children and Screens: Institute of Digital Media & Child Development, Data Privacy and Children: A Visual Digest 
of Current Research (Feb. 2024), 
https://www.childrenandscreens.org/wp-content/uploads/2024/02/Data-Privacy-and-Children-Research-At-A-Gl
ance-2024.pdf; Sonia Livingstone, Mariya Stoilova & Rishita Nandagiri, Children’s data and privacy online: 
Growing up in a digital age: An evidence review (London School of Economics & Political Science Jan. 2019), 
https://eprints.lse.ac.uk/101283/1/Livingstone_childrens_data_and_privacy_online_evidence_review_publishe
d.pdf 

 



 

many attempt to protect their privacy through a range of strategies26. However, these strategies are 

only as effective as their understanding of how platforms collect and use data. 

  

Younger children in particular struggle to grasp how data flows on digital platforms27. 

Misunderstanding these systems can lead to choices with unintended consequences—for example, 

entering a false “adult” age to avoid surveillance, which inadvertently opens access to 

developmentally inappropriate content28. 

  

Restricting addictive feeds for minors is therefore an important step toward protecting children’s 

privacy. But when parents choose to allow minors to access personalized feeds, it remains essential 

that platforms collect and use young people’s data responsibly. 

 

Privacy violations carry material risks beyond mere loss of control. Data collected by platforms can be 

repurposed for surveillance29, or stolen during breaches. Personal data is vulnerable whenever it is 

transferred and stored. Because the collection and trafficking of personal data fuels addictive feeds, 

users (adults and children alike) currently cannot meaningfully opt out of these risks. 

 

Despite these dangers, platforms continue to collect children’s data, including in ways that violate 

federal law.30 Many companies evade obligations under the Children’s Online Privacy Protection Act 

(COPPA)31 by claiming uncertainty about users’ ages. Yet millions of children under 13 use major 

platforms—2–3 million per platform, and an estimated 31.5 million on YouTube alone32. The SAFE Act 

and the OAG’s proposed rules will not stop platforms from collecting minors’ data, but they will force 

platforms to choose: either obtain actual knowledge of a child’s age—triggering COPPA’s limits on data 

32Raffoul supra note 18 

31Children’s Online Privacy Protection Act, 15 U.S.C. §§ 6501–6506 (2023) 

30United States v. Epic Games, Inc., 5:22-CV-00518-BO (E.D.N.C. Feb. 7, 2023) 

29Lee Fang, FBI expands ability to surveil social media and cellphone location data, The Intercept (June 24, 2020), 
https://theintercept.com/2020/06/24/fbi-surveillance-social-media-cellphone-dataminr-venntel/ 

28Allison Starks & Stephanie Michelle Reich, Children’s sensemaking of algorithms and data flows across YouTube 
and social media, 125 Information & Learning Sciences 673–692 (2024), https://doi.org/10.1108/ILS-12-2023-0201 

27Jun Zhao et al., “I make up a silly name”: Understanding children’s perception of online privacy risks, 
Proceedings of the ACM on Human-Computer Interaction 3, CSCW 40 (2019), 
https://doi.org/10.1145/3290605.3300336 

26Rys Farthing et al., Online privacy, young people, and datafication: different perceptions about online privacy 
across Antigua & Barbuda, Australia, Ghana, and Slovenia, 10 Social Media + Society 1–14 (2024), 
https://doi.org/10.1177/20563051241298042; Mariya Stoilova, Sonia Livingstone & Rishita Nandagiri, Digital by 
Default: Children’s Capacity to Understand and Manage Online Data and Privacy, 8 Media and Communication 
197–207 (2020), https://doi.org/10.17645/mac.v8i4.3407 

 



 

collection—or reduce profitability by limiting addictive feeds. Most platforms are unlikely to forgo 

personalized feeds, but the SAFE Act will extend COPPA’s protections to hundreds of thousands of 

children in New York. 

 

2.3 Mental health 
 
Mental health implications have received the most attention in public debate, but they remain among 
the most complex and nuanced areas of research on digital media use and child development. While 
the literature is still developing, several findings are well established. 
 
There is a clear association between problematic digital media use and poorer mental health—an 
association observed even when a child or adolescent’s use does not reach the threshold of 
“problematic.” Studies consistently link social media use to depression, anxiety, and related 
outcomes. Disentangling these effects from the many lifestyle, environmental, and biological factors 
that shape mental health is extraordinarily difficult. Aggregate findings, however, point toward an 
overall negative effect of social media use on youth well-being, with stronger impacts among children 
who already face elevated risk (e.g., those with pre-existing mental health challenges, family stressors, 
or who belong to marginalized groups)33. 
 
There is no conclusive evidence that any single platform feature directly causes specific mental health 
harms for all children. Still, because addictive feeds are central to how major platforms operate—and 
because they are engineered to maximize engagement—it is reasonable to conclude that they 
contribute to the broader mental health risks associated with social media. While causation cannot be 
inferred, the likelihood that addictive feeds exacerbate existing vulnerabilities is high, especially 
among children already at risk. 
 
2.4 Problematic use 

Problematic use has arisen as a core mechanism driving mental health harms of social media.  

Problematic social media use has been positively linked to mental health issues, physical health 

impacts and body dissatisfaction in children and teenagers34. These associations are especially 

34Zhihui Cai et al., Associations between problematic internet use and mental health outcomes of students: A 
Meta-Analytic Review, 8 Adolescent Research Review, 45–62 (2023), 10.1007/s40894-022-00201-9 

33A. Jess Williams et al., A systematic review and meta-analysis of victimisation and mental health prevalence 
among LGBTQ+ young people with experiences of self-harm and suicide, 16 PLOS ONE  (2021); Julia H. Raney et al., 
Associations between adverse childhood experiences and early adolescent problematic screen use in the United 
States, 23 BMC Public Health  (2023); Ilan H. Meyer, Prejudice, social stress, and Mental Health in lesbian, gay, and 
bisexual populations: Conceptual issues and research evidence, 1 Psychology of Sexual Orientation and Gender 
Diversity  3–26 (2013), https://doi.org/10.3390/children12091226 

 



 

pronounced among vulnerable youth. For example, teens with poorer social functioning show the 

highest levels of problematic use35.  

Algorithms intensify these patterns. By design, algorithmic systems identify emotionally salient or 

triggering content and promote it to keep users engaged. This dynamic makes it particularly difficult 

for vulnerable youth to disengage, increasing both the frequency and duration of use36. 

 

A growing body of work highlights the role of “flow states”—periods of deep immersion in which 

individuals lose track of time and their surroundings. Platforms such as TikTok, with short-form, 

algorithmically sequenced videos, appear especially effective at inducing these states. Studies in 

adults show that flow states are associated with poorer mental health, and that they occur more 

frequently on TikTok than on platforms with less aggressive recommendation systems37. Flow states 

are also linked to problematic internet use38, which itself is associated with more serious mental health 

issues39. 

 

Features that maximize engagement therefore pose a substantial risk to young users, regardless of 

intent. Addictive feeds are the most consistent and powerful of these features. By continually surfacing 

content likely to hold a child’s attention and trigger repeated engagement, they facilitate patterns of 

use that young people struggle to regulate. 

 

2.5 Physical health  

 
The link between excessive screen time and negative health behaviors in youth is well documented. 
Increased screen use is consistently associated with more sedentary behavior. For example, middle 
school students who engage in two or more hours of daily screen time are less likely to maintain 

39Zhihui supra note 34 

38Yao supra note 37 

37Yao Qin et al., Flow experience is a key factor in the likelihood of adolescents’ problematic TikTok use: The 
moderating role of active parental mediation, 20 International Journal of Environmental Research and Public 
Health, 2089 (2023), https://doi.org/10.3390/ijerph20032089; James A. Roberts & Meredith E. David, Instagram 
and Tiktok Flow States and their association with psychological well-being, 26 Cyberpsychology, Behavior, and 
Social Networking, 80–89 (2023), https://doi.org/10.1089/cyber.2022.01 

36Jennifer A. Harriger et al., The dangers of the rabbit hole: Reflections on social media as a portal into a distorted 
world of edited bodies and eating disorder risk and the role of algorithms, 41 Body Image 292–297 (2022), 
https://doi.org/10.1016/j.bodyim.2022.03.007 

35Salerno Laura, et al., Social support and social comparison tendencies predict trajectories of adolescents’ 
problematic social media use: A longitudinal study, 20 PLOS One e0323320 (2025), 
https://doi.org/10.1371/journal.pone.0323320 

 



 

healthy habits such as regular exercise and nutritious eating, regardless of the type of screen use40. 
Algorithmic feeds likely exacerbate these trends by identifying and serving content that keeps users 
engaged for extended periods, reducing opportunities for physical activity. 
 
Unhealthy diets and sedentary behavior are key consequences of screen time. Children and adults 
alike are susceptible to digital food advertising and distracted eating, and children who spend more 
time on screens tend to have poorer diets linked to long-term disease risk and mortality41. Research in 
adults also shows that prolonged sedentary behavior while using screens is associated with numerous 
health problems and contributes to all-cause mortality42. Today’s children will accrue far more lifetime 
screen exposure than any adult cohort studied, in part because addictive designs keep them on 
platforms for longer periods. 
 
Sleep is also significantly affected. Excessive screen time—particularly at night—is associated with 
fewer hours of sleep and poorer sleep quality across childhood and adolescence. Healthy sleep is 
critical for cognitive development, mental health, and physical well-being.43 Addictive feeds increase 
the drive to continue using a platform late at night, and nighttime notifications risk drawing children 
back to screen use when they should be sleeping, compounding sleep loss and its downstream health 
effects. 
 

2.6 Advertising 

 

Social media platforms generate enormous revenue from advertising to children. YouTube alone earns 

nearly $1 billion annually from child audiences, followed by Instagram at an estimated $800 million44. 

Algorithmic recommendation systems are central to this business model: they determine which ads 

44Raffoul supra note 18 

43Alexander J. Scott et al., Improving sleep quality leads to better mental health: A meta-analysis of randomised 
controlled trials, 60 Sleep Medicine Reviews, 101556 (2021); Jun Kohyama, Which is more important for Health: 
Sleep Quantity or sleep quality?, 8 Children (2021); Karine Alexandra João et al., The impact of sleep quality on 
the mental health of a non-clinical population, 46 Sleep Medicine, 69–73 (2018); Teresa Paiva et al., Sleep 
deprivation in adolescents: Correlations with health complaints and health-related quality of life, 16 Sleep 
Medicine, 521–527 (2015); Josilene L. Dettoni et al., Cardiovascular effects of partial sleep deprivation in healthy 
volunteers, 113 Journal of Applied Physiology, 232–236 (2012) 

42Peter T. Katzmarzyk et al., Sitting time and mortality from all causes, cardiovascular disease, and cancer, 41 
Medicine & Science in Sports & Exercise, 998–1005 (2009); Emmanuel Stamatakis et al., Screen-based 
entertainment time, all-cause mortality, and cardiovascular events, 57 Journal of the American College of 
Cardiology, 292–299 (2011) 

41Konstantinos D. Tambalis et al., Screen time and its effect on dietary habits and lifestyle among schoolchildren, 
28 Central European Journal of Public Health, 260–266 (2020); Lei Shang et al., Screen Time is associated with 
dietary intake in overweight Canadian children, 2 Preventive Medicine Reports, 265–269 (2015) 

40Charlie J. Sang et al., Association of screen time activities with lifestyle behaviors in middle-school children, 
Pediatr. Cardiol. (2025), https://doi.org/10.1007/s00246-025-03862-0 

 



 

appear, increase their prominence in feeds, and target marketing including unhealthy food and 

beverage ads to vulnerable young users. 

 

Research shows that digital platforms popular with children overwhelmingly promote unhealthy 

foods—fast food, snacks, sweets, and sugary drinks. This marketing has well-documented effects on 

young people’s dietary behaviors, increasing their preferences, requests, and consumption, and 

contributes to poor diets and diet-related disease especially among Black and Latino youth45. Evidence 

also suggests that adolescents may be even more vulnerable to these marketing influences than 

younger children due to heightened reward sensitivity, peer influence, and still-developing impulse 

control46.  

 

Algorithmically-driven marketing elevates deceptive marketing by livestreamers, influencers, and 

websites in general—forms of marketing that parents and guardians cannot reasonably monitor. 

Recent enforcement actions illustrate the scope of the problem. In U.S. v. Cognosphere, the 

Department of Justice secured a $20 million settlement for deceptive practices in the child-targeted 

game Genshin Impact47. The Department of Justice (“DOJ”) alleged that Cognosphere misled children 

into spending money on prizes by misrepresenting the game’s reward “drop rate.” Notably, the DOJ 

stated that the popular influencer Sssniperwolf was contracted to promote the game; in one of her 

videos, she appeared to win a top loot-box prize, when in fact the footage was edited to show a false 

outcome. A 2024 investigation by the Center for Science in the Public Interest (“CSPI”) found multiple 

ads on YouTube Kids that violated food companies’ own CFBAI commitments; these ads were removed 

only after CSPI contacted the Children's Food and Beverage Advertising Initiative48. 

 

Importantly, evidence shows that teaching children to recognize or understand digital advertising 

does not reduce its influence on their attitudes or desire for unhealthy products49. This means that 

neither youth nor parents can meaningfully counteract algorithmically driven advertising on their 

own. The SAFE Act’s strength therefore lies in reducing children’s exposure to advertising—rather than 

relying on tools such as ad disclosures, media literacy, or parental monitoring that have proven 

ineffective against these systems. 

 

49Harris supra note 21 

48Unpublished communications 

47United States v. Cognosphere, LLC, No. 2:25-cv-00447 (C.D. Cal. Jan. 17, 2025) (complaint), 
https://www.ftc.gov/system/files/ftc_gov/pdf/cognosphere_complaint.pdf 

46Harris supra note 21 

45Harris supra note 21 

 



 

3. Risks and harms of nighttime notifications 

The risks and harms of nighttime notifications overlap almost entirely with those of algorithmic feeds, 

but the pathway of harm is more direct. Nighttime notifications function as a trigger that pulls children 

back onto platforms, re-exposing them to the full suite of algorithm-driven risks described in Section 2. 

A single notification can return a child to an environment where algorithms quickly exploit pre-existing 

vulnerabilities, amplify problematic use, exposing children to the risks of addictive feeds. 

 

Attentional difficulties over the years is also linked to engaging with smartphones at night50. 

Notifications play a key role in sleep disruption: smartphones lighting up or sounding alerts prompt 

re-engagement, interrupt sleep, and increase screen time. For example, adolescents report more sleep 

problems when they do not turn off their phones' ringer at bedtime compared to  those who do51. 

 

Because addictive feeds are engineered to maximize engagement, nighttime notifications effectively 

restart the same engagement cycle—drawing children back into algorithmic feeds and prolonging 

nightly screen use. This compounds the broader risks described earlier and further undermines 

healthy sleep, attention, and self-regulation. 

 

 

4. Key concerns of the SAFE Act 

The OAG identifies the Australian Government’s Age Assurance Technology Trial (“Technology Trial 

Report”) as a key resource for evaluating age-assurance tools designed to limit children’s exposure to 

harmful or inappropriate online content52. We agree that the Technology Trial Report is highly valuable 

and use it as a shared evidentiary foundation for the concerns outlined below, and recommendations 

proposed in Section 5. These concerns must be weighed alongside the harms described in Section 2. 

Addictive designs pose substantial, well-documented risks and offer little meaningful benefit to 

minors; limiting access to them is in the public interest. 

 

At the same time, age-assurance carries its own risks—particularly around accuracy, equity, and 

privacy—that must be carefully managed to ensure the SAFE Act is both effective and fair. Some risks, 

such as misclassification or data mishandling, may fall disproportionately on vulnerable populations, 

52Age Check Certification Scheme, Age Assurance Technology Trial Final Report: Part A – Main Report (Sept. 1, 
2025), https://www.infrastructure.gov.au/sites/default/files/documents/aatt_part_h_digital.pdf 

51Jason M. Nagata et al., Bedtime screen use behaviors and sleep outcomes: Findings from the Adolescent Brain 
Cognitive Development (ABCD) Study, 9 Sleep Health 497–502 (2023), https://doi.org/10.1016/j.sleh.2023.02.005 

50Anja Stevic et al., Distracted children? Nighttime smartphone use, children’s attentional problems, and school 
performance over time, 44 J. Early Adolescence 223–249 (2024), https://doi.org/10.1177/02724316231164734 

 



 

including racial and ethnic minority youth and low-resource families. Others emerge from the sheer 

scale of age-assurance required when both parents and children must verify their age. 

 

The following subsections highlight two overarching areas of concern: equity impacts arising from 

demographic disparities in accuracy, and privacy risks arising from data transfer, storage, and provider 

variability. These risks do not outweigh the need for age-assurance; rather, they underscore the 

importance of setting clear, strict, evidence-aligned standards to ensure that age-assurance systems 

protect children without introducing avoidable harms. 

 

4.1 Risks for people of color 

 

Errors in age classification carry different consequences depending on the direction of the mistake. 

Misidentifying an adult as a minor (a false negative) may impose inconvenience or restrict lawful 

access to platform features. Misidentifying a minor as an adult (a false positive) risks exposing that 

child to addictive feeds and nighttime notifications, along with all the associated risks discussed in 

Section 2. If either error disproportionately affects certain demographic groups, the result is 

inequitable burdens or protections—raising serious concerns for fairness and, potentially, the 

constitutionality of the law. 

 

These concerns are magnified because the SAFE Act requires age-assurance for both minors and their 

parents, doubling the number of opportunities for misclassification to occur within the same family. 

 

The Technology Trial Report confirms that, while age-assurance is technically feasible, accuracy is not 

evenly distributed across populations. Facial age-estimation tools were found to perform less 

accurately for youth with darker skin tones, Indigenous youth, and those whose facial morphology was 

underrepresented in the training datasets. These disparities mirror well-documented patterns of racial 

and ethnic bias across AI systems more broadly, where insufficiently diverse datasets result in models 

that do not reliably serve the populations they are deployed upon53. 

 

In practice, these inaccuracies place disproportionate burdens on communities of color, who already 

contend with structural inequities and heightened safety concerns. When age-assurance systems 

53Louis Tay et al., A conceptual framework for investigating and mitigating machine-learning measurement bias 
(MLMB) in psychological assessment, 5 Adv. Methods & Pract. Psychol. Sci. [information missing page range] 
(2022), https://doi.org/10.1177/25152459211061337; Richard N. Landers & Tiffany A. Gasper, Auditing the AI 
auditors: A framework for evaluating fairness and bias in high-stakes AI predictive models, 78 Am. Psychologist 
36–49 (2023), https://doi.org/10.1037/amp0000972 

 



 

produce higher misclassification rates for these populations, the inequities of the broader digital 

environment risk being compounded rather than mitigated. 

 

The Technology Trial’s findings should therefore be interpreted as a call for caution. Without clear 

safeguards and ongoing monitoring, demographic disparities in accuracy could lead to unequal 

enforcement, unequal protection, and heightened barriers to compliance. Regulations implementing 

the SAFE Act should explicitly account for these risks and require that approved age-assurance tools 

demonstrate equitable performance across demographic groups. 

 

4.2 Risks to privacy 

 

The age-assurance processes required under the OAG’s rules introduce inherent privacy risks. These 

must be weighed against the significant privacy risks already posed by algorithmic feeds and major 

social media platforms. Unlike most platform data collection, which is continuous, opaque, and often 

monetized, the information used for age-assurance is provided knowingly by the user. This makes it 

comparatively more respectful of privacy. Even so, the data involved in age-assurance is highly 

sensitive, and therefore demands the strictest safeguards. 

 

The OAG’s requirement that age-assurance providers be accredited is an important protection, but the 

growing ecosystem of providers introduces additional vulnerabilities. As age-verification mandates 

expand, more companies will enter the market, facilitating compliance but also increasing 

opportunities for mistakes, weak security practices, or misuse of data. Because the rules require 

age-assurance for both minors and their parents, the potential consequences of any breach are 

multiplied. 

 

Recent events illustrate these risks. Within months of adopting an age-assurance system, Discord 

experienced a breach that exposed the identification of 70,000 users54. While this incident stemmed 

from clear lapses in implementation, it provides a concrete example of the heightened responsibilities 

and risks that come with collecting sensitive age-verification data. Re-verification requirements (for 

example, when a user receives a false negative) further increase exposure by forcing users to submit 

sensitive information multiple times. 

Findings from the Technology Trial Report emphasizes the importance of strong safeguards. Although 

most providers adhered to data-minimization principles, several retained sensitive information longer 

54Robert Booth, Hack of age verification firm may have exposed 70,000 Discord users’ ID photos (The Guardian, Oct. 
9, 2025), https://www.theguardian.com/media/2025/oct/09/hack-age-verification-firm-discord-users-id-photos 

 



 

than necessary or justified55. This highlights the need for clear standards governing data retention, 

deletion timelines, and the selection of acceptable age-assurance providers. Given the volume of 

age-assurance activity anticipated under the SAFE Act, strict adherence to data minimization and 

accountability for violations is essential. 

 

4.3 Additional considerations for age-assurance 

 

The Technology Trial Report also examined the potential role of a technology-stack (“tech-stack”) 

approach for meeting age-assurance requirements. While the current tech-stack ecosystem is 

immature and lacks full interoperability, it offers meaningful advantages. Security risks typically arise 

during information transfers and storage; platform-level systems or reliance on multiple third-party 

providers expand both. Tech-stack solutions, particularly device-level age verification, can reduce 

these risks by minimizing transfers and enabling “zero-knowledge” or local-only verification pathways. 

For example, a device-based system (such as those already adopted in California and under 

consideration in New York)56 may require only one secure transfer, after which a simple age-signal can 

be stored locally without retaining sensitive documents. 

 

Device-level solutions are not universal. Shared devices and limited smartphone access among 

low-resource families present implementation barriers. Still, they represent a promising direction that 

may ultimately offer stronger privacy protections than the distributed system of provider-level 

verification reflected in the Technology Trial Report. 

 

5. Comments on specific rules 

700.1(c) — We support this definition of “addictive feed,” but request that the OAG add a point of 

clarity. As written, it is somewhat unclear whether a user’s act of “liking” content from an account they 

subscribe to may be used to inform the display of additional content from that same account. 

 

Based on the current definition, it appears that recommendations based on metrics not associated 

with the user are permitted. For instance, a platform could suggest accounts or content that are widely 

popular or broadly trending, so long as those recommendations are not based on information 

persistently associated with the user. 

 

56Cal. A.B. 1043 (2025) (enacted Oct. 13, 2025), ch. 675, 2025 Cal. Stat.; N.Y. S. 8102 (2025) (introduced May 15, 
2025) 

55Supra note 52 

 



 

700.4(a) — We support this definition of actual knowledge, and encourage the OAG to maintain it. The 

inclusion of criteria under section 700.4(a)(3) is especially encouraging. Below we provide 

recommendations for improving clarity. 

The qualifications for determining age status are ambiguous under this section. We recommend 

clarifying the rules to avoid confusion. The ambiguity arises from an apparent contradiction between 

700.4(a)(2)—which states that a user shall be deemed a covered minor if at least one age-assurance 

method determines they are of minor age status—and 700.4(b)(1)(i)—which states that a user shall not 

be classified as a covered minor if at least one age-assurance method determines they are of adult age 

status. 

In the case of conflicting age-assurance signals, it is therefore unclear whether platforms should:​

 a) assume a covered user is a minor or an adult;​

 b) treat the conflicting results as inconclusive; or​

 c) require an additional form of age-assurance. 

We understand this scenario is unlikely, but clarity is essential for operators to confidently comply with 

the law. 

Aside from this point of ambiguity, we support the content of this section. 

700.1(a)(b) — In general, we support the OAG’s definition of “accuracy minimum.” However, we urge 

the OAG to consider incorporating false negatives into the definition. Our understanding of the OAG’s 

rationale is that false negatives may reflect intentional deceit or user error, which providers should not 

be held accountable for. While this is a reasonable justification, we encourage the OAG to reconsider 

including false negative rates for the reasons we explain in Section 4, which we reiterate and expand on 

here. 

 

One age-verification service, Verifymy, demonstrated concerningly high false negative rates when the 

threshold was set at 18+. It misidentified nearly 50% of 18–19-year-olds as minors and 17% of users 

aged 25 and older as minors57. Notably, Verifymy is rated as ready for full-scale deployment in the 

Technology Trial Report. This raises concerns that relying on some ostensibly accurate and 

privacy-respecting providers may inadvertently restrict legal access to platform features. This should 

serve as a point of caution rather than a deterrent. 

 

57Age Check Certification Scheme, Age Assurance Technology Trial – Part C: Age Verification 31 (2025), 
https://www.infrastructure.gov.au/sites/default/files/documents/aatt_part_c_digital.pdf 

 



 

Facial age-estimation technologies present the greatest concerns if false negatives are excluded from 

the accuracy minimum. These tools are promising but still exhibit significant accuracy issues, 

particularly for racial and ethnic minority youth. Most providers fall within the OAG’s proposed 

accuracy minimum overall, but not across all demographic groups—especially if false negative rates 

were included. Error rates are consistently higher for darker skin tones; although these rates may 

technically fall within acceptable limits, the mean absolute error for the darkest skin tones is still 18% 

higher than for the lightest skin tones58. 

 

In practice, this means that at an 18-year age gate, the accuracy range for light skin tones is 

approximately <16 to >19 years, while for darker skin tones it is <15 to >20 years. The Technology Trial 

Report also acknowledges that accuracy is even worse for Indigenous populations. At its most 

accurate, facial age-estimation is not especially reliable for users within two years of the age gate. In 

many cases, false negative rates exceed the tolerable threshold set by the Australian Government. 

 

If the OAG ultimately decides against including false negative rates in the accuracy minimum, we 

believe that most facial age-estimation providers still do not meet the needs of the OAG. This does not 

mean age estimation should be ruled out entirely, but it does mean that the OAG should carefully 

scrutinize the providers it chooses to allow. 

 

700.4(d)(4) - We find little justification for requiring a covered user to undergo additional age-assurance 

upon reaching adulthood. This requirement increases the transfer and storage of personal data. Given 

that most age-assurance methods—particularly facial age-estimation—grow less accurate as a user 

approaches the age-gate threshold59, requiring additional age-assurance at adulthood is likely to 

result in a high rate of misclassification. 

 

700.7(b)(5) - We find this rule overly broad and urge the OAG to consider revising it. As written, it is 

unclear what information must be retained, raising the possibility that sensitive personal information 

may be kept solely for compliance purposes. This requirement also conflicts with established data 

minimization best practices. Platforms and age-assurance providers should be required to delete 

identifying information as soon as possible. 

 

59Age Check Certification Scheme, Age Assurance Technology Trial – Part D: Age Estimation (2025), 
https://www.infrastructure.gov.au/sites/default/files/documents/aatt_part_d_digital.pdf 

58Age Check Certification Scheme, Age Assurance Technology Trial – Part D: Age Estimation (2025), 
https://www.infrastructure.gov.au/sites/default/files/documents/aatt_part_d_digital.pdf 

 



 

If any data retention is required, the OAG should clearly specify the minimum information necessary 

for compliance—ideally nothing more than the user’s age. 

 

Conclusions 

The accuracy and privacy challenges we outline are not arguments against age-assurance. Rather, they 

demonstrate that even reputable, well-intentioned providers have meaningful weaknesses—and 

underscore the need for caution and rigor when approving age-assurance methods. These risks must 

be weighed against the clear and substantial harms posed by addictive designs, which provide little to 

no benefit to minors and expose them to demonstrated risks across mental health, physical health, 

privacy, and exploitation. 

 

The Technology Trial Report shows that safe, effective, and privacy-respecting providers do exist. The 

availability of multiple viable options means the OAG can set strong standards without constraining 

implementation. We encourage the OAG to adopt strict requirements for false-negative rates, 

demographic accuracy, data minimization, and security—standards that may appropriately exclude 

some providers deemed acceptable in the Technology Trial Report. Age-assurance technologies 

continue to improve, and erring on the side of caution today will not limit the availability of 

high-quality options in the future. 

 

Ultimately, true age verification requires handling highly sensitive information—such as government 

ID or financial credentials—making it imperative that only the most secure, privacy-preserving, and 

equitable technologies are allowed. With thoughtful, evidence-aligned standards, New York can 

implement the SAFE Act in a way that meaningfully reduces children’s exposure to harmful digital 

design practices while safeguarding their privacy and civil rights. 
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